Leigh McBride

Cyber Warfare — Preparation/Action: What Should We Do?

In March of the current year, the United States discovered that Russian forces used web
hacking to intercept a surveillance drone over the region of Ukraine. This recent report of
warfare via internet creates an entirely new global battlefield. Today’s security defenses in
regard to Cyber Warfare do not seem to be able to compete with the sophisticated attacks from
other nations; the United States military must take action towards this realm because of its

lasting impact to the country.

Cyber Warfare involves actions be any nation-state to damage another, and this act is
becoming abundantly popular and convenient for the enemy. World-wide conflict within the
wireless spectrum creates tragedy in many country’s revenues because of the major dependency
citizens have on computers. Local residents of the United States are simply not prepared for
cyber-attacks, so outdated technology must be dealt with immediately. Private computers as well
as large information networks can be affected by these dynamic internet hackings, so military

intervention is crucial.

A potential method to stop this web activity comes directly from the amount of education
within the United States. This country is fortunate enough to provide thousands of computer
science majors at the university level, thus many career paths are becoming distinctly
technology-based. Because so many students study the art of computers, the U.S. military can
use this for the protection of the country’s cyberspace. Modern technology has created a new
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battlefield, so a new branch of defense must be created as well. Recently, the United States Army
established a ranking of cyberspace operators to span electronic warfare, but a few officers
cannot protect the entire global web. A new branch of corps will provide temporary defense for
America, but the oncoming technology competitions with other nations need a greater source of

security.

In the realm of Cyber Warfare, this country has recognized the need for a new approach,
but I believe that the United States has the means to create an entirely new military force for
technology alone. Resources in regard to computer sciences and engineering are growing on an
exponential level, so the potential for a new force is very possible. The establishment of a “Cyber
Army” can secure America’s corporations as well as individual citizens. The need for this new
government security area can be achieved efficiently because of the education provided
domestically, so all areas of the federal government must act upon their resources to defend this

nation entirely from all forms of Cyber Warfare.
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