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Cyber Warfare; How to deal with it?
High speed wireless communication is one of the most dynamic technologies of our times. It has changed
many aspects of how we do business and fundamentally changed how we communicate. Of equal and
possibly greater importance, it has also changed our approach to national security. Electronic warfare,
now commonly known as cyber warfare, is a fact of life. Its use is almost universal worldwide, from the
most technologically advanced nations, the US, most of western Europe, Russia, and China, to stateless
terrorists such as al-Qada and ISIS.
Today, the use of cyberspace is the basis for our military command and control, intelligence, surveillance,
reconnaissance (ISR) activities worldwide, plus most of the remotely-controlled, precision guided
weapons systems proven effective again and again in conflict in the middle east and elsewhere. Our
ability to identify and track terrorists using their cell phone conversations has been a significant factor in
allied forces ability to attack them using all manner of aircraft. And as the conflicts continued, new
cyber-based developments such as armed remotely-piloted aircraft (RPA) and precision-guided munitions
(PGM) greatly increased the probability of mission success without risks to manned aircraft, pilots, and
crew.
But while these benefits are great, there are other risks, one of the most important of which is, if we can
do it, so can others. An equally serious problem is signal security: A control signal need not be blocked
to nullify a cyber weapon, but only distorted to cause errors in the nature of the threat and its location. If
this tampering with signals is subtle, no one will know, just as the terrorists at first did not know how we
knew where they were. As a result, development of cyber weapons must also include signal security, and
countermeasures for enemy cyber systems. The importance of signal security even extends beyond its
military importance: already we are witnessing cyber attacks on government activities, educational and
financial institutions, commercial businesses, and personal finance and affairs.
Clearly cyber warfare has become a major challenge. Is it possible for the US to control these risks, and
can we afford to do this? Of equal importance, can we afford NOT to?

Things to consider:
In answering the theme question there are no right or wrong answers. We are interested in what
you think and why. Your challenge is to research your facts, pick and define the role you will
discuss, and frame your response within the 600-word-limit, while supporting why you feel this
position is important to national security.
There are numerous sources of information; news broadcasts, talk shows, newspapers and
magazines, and of course, the internet is filled with references; find them and turn them into an
opinion. The Air Force Association website at www.AFA.org has a wide range of information
as does the Air Force website, www.af.mil, and many more than we can possibly mention. We
know you are bright, talented, and able! We look forward to your response.

Good luck and thanks for your interest!
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